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UCLA Health Overview
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Polling Question:
Has an organization you’ve worked for been the 

victim of a cyber-attack?

A. Yes
B. No
C. Don’t Know
D. Prefer Not to Say

Briefing Room

Ransomware Attack Prevalence & Magnitude
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Briefing Room

Ransomware Attack Prevalence & Magnitude

Cyber Security or Insecurity?
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Briefing Room

Federal Support for Ransomware in Healthcare

UCLA Health Hazard Vulnerability Assessment

• 2021: Ransomware – 3rd highest

• 2022: Ransomware – 7th highest

• 2023: Ransomware – 8th highest
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Unique Cyber-Threat Considerations

Polling Question:

Does your organization currently have an 
operational ransomware response plan?

A. Yes
B. No
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Key Components for Response Playbooks

Cybersecurity Response Planning Journey

11

12



7

Playbook Layout

Timeline across 4 key recommended actions

Scenario to drive the conversation – 1
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Response Structures

How do you set-up and activate the response 
across your organization?

(Immediately)

Developing your Executive IMT
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Who is on your Ransomware IMT?

UCLA Health’s Executive Incident Management Team
UCLA Health
• Chief Technology Officer
• Chief Information Security Officer
• Chief Information Officer
• Chief Privacy and Compliance 

Officer
• Chief Counsel
• Chief Risk Officer 
• Vice Chancellor, Health Sciences
• President, UCLA Health
• Chief Nursing Officer
• Chief Financial Officer
• Chief Communications Officer 
• Chief Operations Officer
• Chief Medical and Quality Officer
• Dean, School of Medicine
• Director, OEP

Campus
• Legal Affairs
• Chief Information Security Officer
• Dir. Insurance and Risk 

Management
• Associate VC for Audit and 

Compliance
• Chief Information Officer 
• Strategic Communications
• Associate Vice Chancellor

UCOP
• Emergency Management
• Vice President UC Health
• Chief Legal Counsel
• Chief Risk Officer
• Chief Information Officer

(Immediately)

Confirmation of Attack
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(Immediately)

Once confirmed, how are the response groups notified?

(Immediately)

Hospital Command Center (HCC)
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Critical Task: Consider the formation of an Executive IMT and discuss: 1) who participates, 2) how are 
participants notified, 3) how does communication occur with HCC, and 4) who is the IMT commander.

(Immediately)

Combined Workflows for Response Areas

Risk Communication

Guiding Principles, Objectives, and Roles
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(Immediately)

Developing Your Risk Communication Guidance

* Develop messaging specific to ransomware for your response playbook.

(Immediately)

Information Sharing & Risk Communication

Objectives of Information Sharing
1. Protect the organization’s brand and reputation through adherence 

to your mission 
2. Instill confidence that the organization is managing the emergency 

responsibly

Communication Approval Workflow & Alternate Methods
Developed by the PIO* and approved by the HCC Incident 

Commander
 Alternative communication methods identified

* Pre-developed messaging specific to ransomware included in plan (media, internal, public posting).
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(Immediately)

Combined Workflows for Information Sharing

Scenario Updates
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Scenario update to drive playbook development – 2

Scenario update to drive playbook development – 3
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Polling Question

If the EHR, email, and VolP communications went down right now, 
select the time interval that your facility could maintain full operations:

A. We could not maintain full operations without these systems
B. 1 day of downtime
C. 3 days of downtime
D. 1 week of downtime
E. We can maintain full operations without these systems for as long 

as necessary

Reporting a Crime

Law Enforcement & Required Notification
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Polling Question

How confident are you in knowing how to report 
a ransomware attack to law enforcement?

A. Very confident
B. Somewhat confident
C. Not very confident

(Promptly)

How to Develop Reporting Guidance
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(Promptly)

Reporting Requirements

Ransom Decision Making Matrix

How will your leaders make a recommendation 
to pay or not pay?
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Polling Question

Who in your organization would make the decision of 
whether to pay a ransom?

A. CFO
B. Incident Commander
C. CEO
D. Emergency Manager
E. Not sure

(When Possible)

Developing Your Decision-Making Guidance
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(When possible)

Impact assessment roll-up to Executive IMT

(When possible)

Cyber Insurance Policy
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(When possible)

Making the Ransom Payment

Polling Question

Does your organization need a ransomware 
response plan?

A. Yes
B. No
C. Not sure
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Questions

Thank You
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